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BBEJAEHHUE

AKTYaJIbHOCTh TeMbl HUCCJIeA0BAHUA. ABUALIMOHHASA OTPACIb XapaKTEPU3YETCS
BBICOKOM  CTENEHBIO  CJIOXXHOCTH,  MOCKOJbKY  COCTOMT W3  MHOECTBA
B3aUMOJICHCTBYIOIUX KOMIIOHEHTOB, TAKUX KaK YIPABJICHUE BO3AYIIHBIM JIBUKECHHEM
(YB/I) ¢ pa3nu4HbIMH CHCTEMaMU CBSI3M, HaBUranuu U HabOmoaeHusi. CucTeMbl CBSI3U
OOBIYHO COJIEPKAT YCTPOUCTBA, KOTOphIE 00Jier4atoT 0OMeH nHpopmanuent (Harmpumep,
KOMaHJIaMH, TOJIOCOM U Jpyrod wuHOpMalMel TaHHBIX) MEXIYy YCTPONCTBaMH,
CHUCTEMAaMHU U TI0JIb30BaTEIsIMU (HapuMep, Aucneruepckon cinyxoor YBJI u nmunorom).
[IpobGnema obecnieueHus 3alIUThl OT HECAHKIIMOHUPOBaHHOTO BMeraTenscTBa (HCB) B
aBUAIMM YCYTyOJsieTcss OONbIIUM TpauKOM BO3AYIIHOTO JBHIXKEHHUS, OTYETO OHa
CTAHOBUTCS BCe OOJiee BaXXKHOM, ITOCKOJBKY BCE OOJbIIE YCTPOWCTB M CHCTEM
nepeBoAsSTCS B HUPPOBYHD (GopMy M TOAKIIOYAOTCS KO MHOTHM Clyx0am u
KOMMYHHUKAILIUSIM, OCYIIIECTBIISIEMbIM IO O€CIIPOBOIHOM CETH.

[TocpencTBOM MOCTOSIHHOTO COBEPILIEHCTBOBAHMSI CETEBOM WHQGPACTPYKTYPHI,
HOBBbIE TEXHOJIOTMM, TaKHe KakK oOOJauyHble BBIYHCICHHUSA, OOJIbIINE JaHHBIE W
UCKYCCTBEHHBII MHTEIJIEKT, MOCTOSIHHO MMPUMEHSIOTCS B PA3IMYHBIX HH(OPMAIIMOHHBIX
cuctemax Y B/I.

YuunTsiBas 3HAUYUTENBHBIA POCT KOJIMYECTBA PEUCOB 3a IOCIEIHEE NECATUIIECTHE,
TPaAUIIMOHHBIE CHCTEMBI OpPraHu3aluu Bo3aylmHOro ABxeHus (OpB/l) ucnbiThiBatoT
TPYJHOCTH C MPETOCTABICHUEM aKTyaIbHOW M TOCTOBEPHON UH(POPMAITUU O COCTOSTHUH
BO3JYLIHOTO CyJHa. B pe3ynbrate aBUallMOHHOE COOOIIECTBO aKTUBHO MPEANPUHUMAET
IIaTH 10 TMOBBIICHUIO 0€30MacHOCTH, IPOMYCKHON CIIOCOOHOCTH U THOKOCTH TOJIETOB, a
TaK)Ke M0 CHIKEHHUIO 3aBUCUMOCTHU OT yCTapeBield HHGPACTPYKTYPHI MyTeM U3YUCHUS U
COBEPIICHCTBOBAHHUS HAIMOHAJIBHBIX CUCTEM BO3YIIHOTO ITPOCTPAaHCTBA. BMecTe ¢ TeM,
B IOCJEIHHE TOAbl MCCIEAOBAHUS YKA3bIBAOT HA HEIOCTATKA B MPOCKTUPOBAHUU U
BHEJIPEHUH OOPTOBBIX CUCTEM U MPOJEMOHCTPUPOBAIIM, KaK HEKOTOPbIE OCHOBHBIE
OOpTOBBIE CHUCTEMBI MOKHO B3JIOMaTh, MPOCTO HCIOJB3Yysl TOTOBOE KOMMEPUECKOE

obopynoBanue u nporpammaoe odecreuenue (I110).
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CoBpeMeHHbIE BO3IYIIHBIE CyJa M Ha3eMHbIE CEIMEHTbl YIPAaBICHHUS AKTHUBHO
nepexoasT Ha HU(POBBIE KaHAJbI CBSI3U U CTaHJAPTHBIE CETEBbIE TEXHOJOTUU. Y POBEHb
3aBUCUMOCTH aBUAIMOHHOW HMH(PACTPYKTYpPbl OT CTaOWMIBHOM M HanEXKHOU pPabOTHI
ceTeil mepegayd JAaHHBIX NOCTOSHHO pactér. Ha sTom QoHe ycumimBaroTcs pHUCKU
HECaHKI[MOHUPOBAHHOI'O BMEILIATENIBCTBA B pa0OTy CUCTEM, 00 €CIIEUNBAIOIINX [IEpeady
KPUTUYECKUX COOOIIEHUI U YyIIPABICHHE BO3AYLIHBIM JIBH)KCHHEM.

EBponeiickuii  permament EASA 2023/203 Hanpsimyio CBS3bIBa€T TaKue
BO3ACHCTBUA C yrpo3amu Oe30macHOCTM MOJIETOB. JIOKYMEHT yCTaHaBIMBAaeT
oOs3aTenbHble TPeOOBaHUS K OOHApYKEHUIO COOBITHH, KOTOpPbIE MOTYT NPUBECTU K
OMACHBIM  OTKJIOHEHMSIM B  (YHKIMOHUPOBAHMM TEXHUYECKUX CPEACTB. ITO
noIY€PKUBaET HEOOXOIUMOCTh Pa3padOTKU pEelIeHUH, CITIOCOOHBIX BBISBIIATH MPU3HAKU
BHEITHETO BMENIATENIbCTBA B  TEJIEKOMMYHHUKAIIMOHHOW CpeJie¢  aBHAIlMOHHOIO
Ha3HAYCHUSI.

3ajaua  yCIOXKHSAETCA  OCOOEHHOCTSMU  aBMALIMOHHBIX  CETEH:  BBICOKOM
KPUTUYHOCTHIO OIMIMOOK, OTPaHUYEHHBIMH BBIYMCIUTEIBHBIMHI peCcypcamMu, crielnuruKon
UCIIOJIb3YEMBIX IIPOTOKOJIOB, OIPaHWYEHMEM [JOCTylla K TECTOBBIM JaHHBIM. OTH
(akToppl TpeOYIOT CO3/laHHs CHELMAIU3UPOBAHHBIX MOAXOAOB, AJANTHPOBAHHBIX K

YCJIIOBUSAM OTPACIIH.

Onnako, Meroauueckux MarepuanoB 1o 3ammurte CIIJ cuctrem YBJl or HCB
HegoctaTouHo. CunbHast 3aBucuMmoctb oT UT-cpenctB mist mopaep:kaHusl KadyecTBa
yCIIyT TIpuBena K 0oJiee BRICOKOMY ypoBHIO mojBepxkeHHOocTH HCB Ha aBmanmoHHBIC
ceTH nepeaaun JaHHbIX. CyIIecTBYeT ocTpas HEOOXOUMOCTh B 00ECIIEYCHUH BHICOKOTO
YPOBHS 3aIlIMTHl aBUAIIMOHHBIX ceTel mepenayn nanubix o HCB u3-3a pocta 00eM0B
BO3JIYIITHOTO JBM)KCHHUS W YBEIWYEHUS YHCIA MUQPPOBBIX CUCTEM, YTO OMPEACISICT
NPOTHBOpPeYNe MPAKTHYECKOro xapakrtepa. CyllecTBYIONIME METOAbl M CpEICTBA
3alATHl YaCTO OKAa3bIBAIOTCS HEIOCTATOYHBIMU WM HEIPHEKTUBHBIMH B YCIOBUSIX
ObicTpo pazBuBarmuxcs wMerogoB HCB, uro B cBowo ouepenp omnpeaensier
NPOTHBOpPeYNEe HAYYHOro Xxapakrtepa. Bo3HUKaeTr mnOpoTHBOpPEYHE  MEXKAY

HEOOXOJMMOCTBIO MCIIOJIb30BAHUSI MTEPEIOBBIX TEXHOJIOTUN (TaKUX KaK MUCKYCCTBEHHBIN
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MHTEJUIEKT U MAlIMHHOE 00YYEHUE) U HEJOCTATOYHON M3YYEHHOCTHIO UX IPUMEHEHUS B
aBUAlIMOHHBIX  cuctemax. (CkazaHHOE€  OMNpeNeNsaeT AaKTyaJbHOCTh  PadoOTHhI,
MOCBAIIEHHOU pa3paboTke 3¢ (PeKTUBHON U HE TPEOYIOIIeH 3HaAUNTENbHBIX (DMHAHCOBBIX
BJIO)KEHUW METOJUKH MO 00€CTeYeHUI0 0e30MacHOCTH aBUAIMOHHBIX CETEeH mepenayu
naHHbIX. [ paspemieHuss chOpMyJIUPOBAHHBIX MPOTUBOPEUHMM MPAKTUUYECKOTO U
HAy4YHOTO XapakTepa B JUCCEpPTAllMU pEIIAeTCs aKTyalbHas HAYYHO-MEXHUUecKas
3adaua POTUBOICHUCTBUS HECAHKIIMOHUPOBAHHOMY BMEIIIATEIIbCTBY B
GbyHKIIMOHUPOBaHUE WH(DOPMAIIMOHHBIX CETEH Mepe/laun JaHHBIX CHUCTEM YIPaBJICHUS
BO3JIYIITHBIM JIBM)KEHHUEM, TpeOyromas pa3paOOTKM Ha OCHOBE €JWHOTO HAay4YHOTO-
METOJAMYECKOro armapara METOJ0B M aJTOPUTMOB IOBBIIICHUS] YPOBHSI O€30MaCHOCTU
ceTel nepeayu JaHHBIX Ha BO3AYIIHOM TPAHCIIOPTE.

Oo0bekT uccaenoBanmii — [loacucrema tenexkommynukamuii AC YB/I.

Ilpeamer wuccaenoBanmii — Meroasl W aNrOpuTMbl  OOHAPYKEHUS
HECAHKIIMOHUPOBAHHOTO  BMENIATEIbCTBA B  HMH(POPMAIMOHHO-BBIYUCITUTEIBHBIX
npoiieccax nojacucteMsl TeiekoMmyHukanuii AC YB/I.

Ilpoonema wu eé axkrTyajabHocThb. I[IpobOiiema 3akimrouaercs B OCTpOH
HEOOXOAUMOCTH B OOECIIEUYEHWH BBICOKOTO YPOBHS 3alUThl aBUAIMOHHBIX CETeH
nepeaaun naHHeix TKC AC YB/] ot HCB u3-3a pocta 005€MOB BO3YIIIHOTO JIBH)KCHUS
U yBEIWYEHHS 4YHCIa IU(PPOBBIX CHUCTEM, 4YTO OMNpeleiseT NPOTHBOpPeuYHe
npakTuyeckoro xapakrepa. CylliecTBYIOIIME METOJbl W CPEJCTBA 3aIIUTHI YaCTO
OKa3bIBAIOTCS HEJOCTATOYHBIMH MWIH HEIOPEKTHBHBIMH B  YCIOBHSAX OBICTPO
pazBuBaronuxcsa MeroqoB HCB, uTo B CBOI0O odYepeapr OMNpenesisicT NMPOTHBOPeYHe
HAY4YHOTr0 XxapakTepa. Bo3HuHKaeT TPOTHBOpEUHE MEXKAY HEOOXOIUMOCTHIO
HCTOJIb30BaHUS TEPEAOBBIX TEXHOJOTHM (TaKMX KaK HCKYCCTBEHHBIM HMHTEIJIEKT U
MalllMHHOE OO0y4YeHHWE) U HEJAOCTAaTOYHONW HW3YYEHHOCThIO HX TMPUMEHECHHUS B
aBHAIIMOHHBIX CUCTEMAX.

I'mnore3a. Ilpeanonaraercs, uro pazpadborka agantupoBaHHbx mna TKC AC
VYBJ/I MeT010B 1 anTOpUTMOB OYI€T CTOCOOCTBOBATH MOBHIIIICHHUIO YPOBHS 0€301MaCHOCTH

IIOJICTOB.
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Heabio auccepTalMOHHOIO MCCIEIOBAHUS SIBISIETCS pElICHUE HAay4dHOU 3ajauu
MOBBIIICHUSI YPOBHS O€30MaCHOCTH TOJIETOB 3a CYET pa3pabOTKU METO/IOB U aJITOPUTMOB
OoOHapyXeHUS HECAaHKIIMOHUPOBAHHOTO BMEIIATEIhCTBA B TEJICKOMMYHUKAIIMOHHON
noacucteMe AC YB/I, umeromux cynecTBEHHOE 3HaUYE€HUE [Tl Pa3BUTUS aBUALIMOHHON
OTpaciu.

JI1s1 JOCTHKEHUS TTOCTaBIEHHOM 1IeNTM HEO0O0XO0IUMO PEIIUTh CIACAYIONIUE 3a0auu.

1. [Ipoananu3upoBath COCTOSIHUE M aKTyaJbHbIE€ MPOOJEMBbl 3alUTHI
TEJICKOMMYHHKAIIMOHHOM TOJCUCTEMbl aBTOMATU3UPOBAHHON CHUCTEMBI YIPABJICHUS
BO3JIYIITHBIM JIBIDKCHHEM OT HECAHKI[MOHUPOBAHHOTO BMEIIATENIbCTBA U BBHISIBUTH
HarpaBJieHus, TpeOyrolre pa3paboTKH HOBBIX METOJI0OB OOHAPYKECHHUS;

2. UccnenoBath MPUMEHUMOCTD CYIICCTBYIOIIMX METOJO0B U MOJEICH 3aIluThl,
BBISIBUTh OTPAHUYCHUS TPAJAUIIMOHHBIX TOAXOJOB U OOOCHOBATH HEOOXOJIUMOCTH
UCIIOJIb30BaHUSI WHTEJUICKTYaJbHBIX METOJOB aHanu3a WHPOPMAIMOHHOTO OOMeHa ¢
y4€TOoM crenuUKN aBUAITMOHHON HHPPACTPYKTYPHI;

3. Pazpaborate  meTompl W anmroputMmbl  oOHapyxenus HCB B
TeleKOMMYHHKallMoHHOW mnoacucreMe AC VYBJ/[ Ha oOcHOBe aHaiM3a NPU3HAKOB
MH(POPMAIIMOHHOTO OOMEHa, KOMITAKTHOT'O TMPEACTaBIICHUs JAHHBIX U KOPPEJSLUU
B3aMMOCBSI3aHHBIX COOBITHIA;

Hayunasi HoBU3HA padoOTHI.

1. Ilpennoxen Meton BoisiBIeHUs npu3HakoB HCB Ha ocHOBe aHain3a 4acThIX
HAa0OpOB MPHU3HAKOB HMH(POPMAIMOHHOTO OOMEHa B  TEICKOMMYHHUKAITMOHHOU
noacucreme AC YB/I.

2. TlpennoxxeH METOJ] KOMITAKTHOTO XpaHEHHS U 00paboTKH OOJBIINX 00HEMOB
JAHHBIX O TIpoliecce NHGOPMAIIMOHHOTO 0OMEHA B TEJIEKOMMYHUKAITMOHHOMN MTOJICUCTEME
AC YB/I.

3. [lpennokeHbl anTOPUTMBI aHAIH3A U KOPPETSAIUN B3aUMOCBSI3aHHBIX COOBITHIA
HCB B tenekommyHnukanuonnoi nogacucreme AC YB/I,

Teopernueckasi M NMpakTU4ecKasi 3HAYUMOCTH. [Ipu BbIMONHEHUU PaOOTHI
MOJIyYEHbl TEOPETUYECKUE TMOJIOKEHUS U aJIrOPUTMBbI, KOTOpPHIE JIETJIM B OCHOBY

KOHKPETHBIX METOJI0B, (hOpMUPYIOLIUX 0a3y AJisl JAIbHEHIINX UCCIIeIOBaHUM B 00JaCTH
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3amuThel oT HCB Bo3aymiHoro tpancnopra. [lonydeHHbIe pe3yabTaThl UMEIOT MOTECHITUAI
Il BHEIPEHUSI B PEAIBHBIX YCIOBHUAX, YTO MO3BOJUT COBEPILICHCTBOBATH MEPHI IO
3amute 00bekToB BT or HCB B aBHallMOHHYIO 1€ATEIBHOCTb.

IMosoxennsi, BBIHOCMMbIC HA 3aLUTY:

1. Metoa BbISIBIICHHS TPU3HAKOB HECAHKIIMOHMPOBAHHOTO BMEIIATEILCTBA Ha
OCHOBE aHaJIM3a YacCThIX HabopoB IIPU3HAKOB CETEBOr0 Tpaduka
TeeKOMMYHHKaIMoHHOU nojcucteMbl AC YBJI.

2. MeTosl KOMIIAKTHOTO XpaHEHHUS U 00pabOTKU OOJIBIINX OOBEMOB JAHHBIX O
ceTeBOM Tpaduke TerekoMMyHuKamoHHoi nojacuctembl AC YB/I.

3. AJTOpUTMBI aHaU3a W KOPPEJSIIIUU COOBITUN HECAaHKIIMOHHUPOBAHHOTO

BMEIIATENIbCTBA B TEIEKOMMYyHUKAaIIMOHHOM noacucteme AC YB/I.

Hayuno-kBanudukarmonnas paboTa COCTOMT W3 BBEACHHUSA, YETHIpEX TIJIaB U
3aKJIFOUCHHUS.

B nepBoMm paznene paccMatpuBaeTcst IpodiiemMa epexo/ia aBUallMOHHBIX CUCTEM OT
aHAJIOTOBOM TOJIOCOBOM CBSI3M K IU(GPOBBIM TEXHOJOTHUAM Tepellayd JaHHBIX.
CoBpemeHHOe pa3BuTHE HWH(GOPMAIIMOHHBIX TEXHOJIOTHMH OKa3bIBA€T 3HAUYMUTEIbHOE
BIMSHUE Ha TpaHCHOpPMAIMIO aBUAIMOHHOW CBSI3M, HANPABICHHYIO Ha pEIICHUE
aKTyaJIbHBIX MPOOJIEM TOJOCOBOM PaTUOCBSI3M U COBEPIIEHCTBOBaHME cucTeMbl Y B/,
u3BecTHOM Takxke kak Air Traffic Management (ATM) u Air Traffic Control (ATC).
IIporpamma «LINK 2000+», 3anymenHass EBpomeiickoii opraHuzamuei 1o
6e3onacHoctu asponasurannu (EUROCONTROL) B 2001 rony, mpencraBiser coOoit
KOMILUIEKC CTaHAAPTOB JJISI MHTETpalMU TEXHOJOTHI Mepeayu JaHHBIX B BO3AYIIHOM
npocTpaHcTBE EBpombl, 4YTO yKa3blBa€T HA CTPEMJIEHHME K CTaHIapTU3aluUd U
NMOBBINIEHWIO  dddexTuBHOCTH  1M(DPOBOl  WHOPACTPYKTYpHl B aBHAIUH.
[Iporno3upyembpie U3MEHEHHS B CHUCTEME CBSI3M MPEIOJIaraloT yBEIHMYCHHE 00BEMOB
MepeaBaeMbIX JIaHHBIX M YHUCJIa MOJKIIOYECHHUM, YTO YBEIMYUBAET MOTEHIMATbHbIC
BEKTOpPbl aTak U TpeOyeT pa3paOOTKH HOBBIX MOAX0A0B K obOHapyxkenuto HCB. Ha
pucynke 1.1 mpencraBieHbl KIIOUEBBIE ACHEKThl MPOTHO3UPYEMOM CTPYKTYpPBI

aBUALMOHHOM cBs3u [33-35].
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A3poHaBUrauMoHHbIe NaccaKmpckne w
KOMMYHUKaLuu (APC)

1090 / HoBble KaHanbl

OnepauyoHHble KOMM HuKau,mm
aBmMakomnaHwuii (AO

Cnyx6b1 BDB,D.YLLIHDFD OBUKEHWA
ATS)

ATN-VDL-2
ACARS

L Hosble

KaHanbl YKB 25/8.33

IP HazemMHas nHdpacTpyKTypa

PervoHanbHble ceTn ( ) Q

Pucynox 1.1. — [Iporno3upyemasi CTpyKkTypa aBUallUOHHOM CBS3U

[IpoBoauTCs aHaIU3 COBPEMEHHBIX CTAHAAPTOB ABUAIMOHHOW CBSI3M, BKIIOYAs
ACARS, ATN, SATCOM, a takxe mporpaMMHbIX U amnmapaTHbiX pemienuin (COTS-
npoayktel, IP-ceTn).

[IpoBenen aHanM3 KJIIOYEBBIX BBI30BOB, CBSI3AHHBIX C YBEIUYCHHEM O00BEMaA
Tpaduka, Meperpy3Koll pajrov4acTOTHOTO CIEKTpa M BHEIPEHHUEM HOBBIX CEpPBHUCOB
(mampumep, In-Flight Connectivity).

PaccmoTpensl apXUTEKTypHBIE 0COOEHHOCTH TEJIEKOMMYHUKAIIMOHHOM
noacuctembl AC YBJI. AC VBJl BbINONHSIET aBTOMAaTHU3UPOBAHHYIO O00pabOTKY
CIeNyIoNMX WH()OPMAIMOHHBIX MOTOKOB, OOECleuYnBas BBITIOJHEHHUE €€ KITIOYEBBIX
GbyHKIUH B HHTEpecax yIpaBICHHs BO3AYIIHBIM JIBIKCHHEM:

1. mpuém, arperupoBaHue U OTOOPAKEHUE KOOPAMHATHBIX U UACHTU(DUKAIIMOHHBIX
JAHHBIX O BO3AYIIHONM OOCTaHOBKE, MOCTYMAIONIUX OT PAJUOJIOKAIMOHHBIX CHUCTEM U
CPEACTB aBTOMAaTHYECKOTO 3aBUCUMOT0 HAOIIOICHNUS;

2. 00paboTKa U pacnpeaesieHUe MIaHOBOW HHPOPMAIIMU O TPACKTOPUSIX MOJIETOB Ha

OCHOBE COMPSIKEHUS C KaHAJaMU aBTOMATU3UPOBAHHON (PUKCUPOBAHHOM AJIEKTPOCBSI3Y;
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3. cOOp U pEeTpaHCISIUS METEOPOJOTHUECKUX JTAHHBIX C HAa3eMHBIX U OOPTOBBIX
HMCTOYHUKOB B MHTEPECAX COMPOBOKICHHUS BO3YIIHBIX CYOB;

4. aHanu3 TEKyIel ¥ MPOTHO3HOM 00CTAaHOBKH JJIsl 00ECIIeUEHHUsI SIIICTIOHUPOBAHUS,
BbIJIeJICHUsT O€30MacHbIX MapHIpyTOB M pa3pelieHus MNOTCHIIMATbHO KOH(IMKTHBIX
CUTYaIUN;

5. unTterpanus uHGOpMaIUU O TEKYIIEM MMOJI0KEHUHU U TTPOTHO3aX TPACKTOPUM IS
BBISIBJICHUSI HApYIICHUH HOPM OJIIEJIOHUPOBAHUS U BO3MOXXHBIX OTKJIOHEHUH OT
JIOTTYCTUMBIX MTapaMeTPOB MOJIETA;

6. aBromaTu3uMpoBaHHOE B3auMmojeiicTBue c¢ apyrumu cermeHtamu AC YBJ[ u
CMEXHBIMU  aBTOMATHU3UPOBAHHBIMU  CHUCTeMaMu (B TOM 4YHCJI€ CHUCTEMaMH
BEJIOMCTBEHHOU aBUAIINH);

7. obecrieueHUe JTOKYMEHTHPOBAHHUS COOBITHH, (OPMUPOBAaHHWE apXUBOB W
BOCTIPOU3BEICHHE MOCIEA0BATEILHOCTH 00MEHa B IEJIAX MOCIEAYIOIIero aHaIu3a WK
paccieoBaHus HHIUAECHTOB;

8. moaziepkKa yueOHO-TPEHUPOBOYHOTO pexkrMa GyHKIIMOHUPOBAHUS B MHTEpecax
MOJICOTOBKHU M MPOBEPKU KBATU(PUKAIIMU TUCTIETYEPCKOTO COCTABA.

PaccMmoTpensl ciiyuyailiHble U MpegHaAMEpEeHHbIE BO3IEUCTBUS B MHGOPMAIMOHHO-
BeruncauTenbHbIN porecc AC YBJI. PaccMoTpeHsl OCHOBHBIE cOCTaBIIsONIINE (aKTOPHI
uHpopmanronnon 6ezonacHoctu AC YB/I.

[Ipennoxkena kimaccudukanus atak Ha HMHPOPMAIMOHHO-BBIYUCIUTEIIbHbBIC
nporeccel AC YB/I. [Ipennaraemas knaccudukanus [91], nokazanHas Ha pucyHke 1.6,
UCIIOJIb3YET YEThIPE Pa3IMYHbIX TOKA3aTENs

1. Bo3HUKHOBEHHUE;

2. Xapaxrep HalaJeHHUs,

3. Llens;

4. AtpubyTthl 6€30macHOCTH «3aTPOHYTHICY



ATaku Ha ceTeByK
De3onacHoCcTb
aBUALMOHHBIX CHCTEM

|
’ I [ [ i |
1-e uamepexue 2-e uamepeHue | [ 3-e uamepeHue 4-e namepeHne
Xapaktep
BoaHukHOBEHME HanageHua Llens “3aTpoHyThie”

HazemHbin
BHyTpexHue AKTUBHbIE CerMeHT — KoHdmaeHyuanbHoCTb

BoaaywHbin

BHewkue
[MaccueHble o

L LlenoctHocTs

CermeHT
"3eMnA-803ayXx” — AyTeHTudukayma

— ABTopuaayua
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Pucynok 1.6. — Knaccudukarus arak Ha CETEBYIO O€30MacCHOCTh B aBUAIIMOHHBIX
CIIAI.

[Ipencrasnena cpaBuuTenbHas tadmuina arak Ha TKC AC YB/I.

Bo BTOpOoM paznene ocymiectBisieTca aHanu3 Mojenen 3amutel TKC AC YB/I,
OCHOBaHHBIE Ha pasrpaHUYEHUHM JIOCTyHna U KpunTorpauuecKux CpeacTBax.
Pa3paborana  martemarumueckas  Mmozenb yrpo3 AC VYBJI B ycioBusX
HECAHKI[MOHMPOBAHHOI'O BMEIIATEILCTBA. MOJIeNb MO3BOJISIET ONMUCATh BEPOSITHOCTHBIC
XapaKTEePUCTUKKA OTKA30B KOMIIOHGHTOB M IICJICHANPABJICHHBIX aTak, a TakXe
KOJINYECTBEHHO OICHUTH UX BJIUSHHUE HA CBSI3HOCTH ceTH. [IpennokeHHbI moaXx01 AaeT
BO3MOJKHOCTb BBISIBUTH KPUTHYIHBIC Y3716l M KaHANBI (HanOOJIee YA3BUMBIC C TOUYKH 3PCHUS
MMOTEPH CBSA3HOCTH) W yYeCTh A(PPEKTUBHOCTP MX MOHHTOPHMHTa — II0Ka3aHO, YTO
MTOBBIIIICHUE BEPOSTHOCTH OOHAPY)KCHUS aTaK IMPU OJHOBPEMEHHOM CHMKCHHUH JIOKHBIX
cpabaThIBaHUN CYIIECTBEHHO YMEHBIIACT OOIIUH PHUCK HApYIIEHUS pPadOTHl CETH.
Mopens SABISICTCS OCHOBOM IS  OOOCHOBAaHHOTO BBIOOpAa H  ONTHMAJIBHOIO
pacnpeniesieHds] CPEACTB 3aIUTHI: OHA IO3BOJISET PaHKUPOBATH YIrPO3bl MO CTEIECHU
BIUSIHUSL M CKOHIIEHTPUPOBATh 3aIMTHBIE MEPhl HAa HaWOOJee 3HAYMMBIX 3JIEMEHTaxX
CE€TU, MUHUMU3HUPYS BEPOATHOCTh YCIECIIHBIX aTaK.

PaccMoTpeHbl OCHOBHBIE METO/BI M aJTOPUTMbI MAIIMHHOTO OOYyYEHHUS B 3aj1aue

oonapyxenus HCB na cetu AC YB/I. YcTaHoBlI€eHO, YTO HU TPAJUIIMOHHBIE METOIbI
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KJaccuuKauuu W KJIacTepU3alldd, HU MpsSMOE MPUMEHEHUE IOAXO0JI0B IOUCKa
NaTTEPHOB HEe 00ecrneynBaeT NOJHOW 3P(HEKTUBHOCTH PEIEHUs 3aa4d OOHAPYKEHHS
HCB B ycnoBusax aBuanmonHoi CIIJ[. 91o oObacHsIeTCS Kak )KECTKUMU TPEOOBAHUSAMU
pEeaIbHOTO BPEMEHHU M HaAEKHOCTH, TaK U HENIPEACKAa3yEMOCThIO BOBMOKHBIX CLICHAPUEB
aTax.

B TperbeM pasnene mnpousBeneHa pa3paboTKa METOAOB U aJFOPUTMOB
oonapyxenus HCB B CITI AC YB/I. 3adguxcupoBanHbie COOBITHS OMUCHIBAIOTCS B BUJIE

BCKTOPOB IMPU3HAKOB!

v = {a®a®,...a¥} = 1,2, @

Ha BBIXOAC ITOJIYHACTCSA HOPMAJIN30BaHHAA ITOCIACIOBATCIIBHOCTDb, IPUT'OAHAA JJIA

aHalin3a.

X = {fll fz, 'fN} (2)

dopmanbHO CTPYKTYpa MAHHBIX MpPEJCTaBIsACTCS Kak nepeBo (cM. m. 2.2) Ha
OCHOBE TIOCTPOEHHOTO JI€peBa BBIACISIETCS MHOMXECTBO YaCThIX MHOTOMEPHBIX

11a0JIOHOB:

P = {pj C X; | support(p;) = 95} (3.4)

rie 0 — MUHUMaAIBHBIA MOPOT TOMACPKKH. OTH MAOJIOHBI OTPAXKAIOT
YCTONYMBBIE COUETaHUS MTPU3HAKOB, xapaktepublie st HCB B CII/.

Kaxxmomy nartepHy p; U3 MHOXECTBA P COMOCTABIISCTCS aCCOIUATUBHOE MTPABHIIO

BUga A = B, 1711 KOTOPOTO PACCUUTHIBAIOTCS METPUKH 3(PPEKTUBHOCTH

- oazepxka: support(A = B)

count(AUB)

- noctoBepHocTh (confidence): conf(A = B) = count(d)

- OCHKAa CTCIICHU MHTCPCCa MCTOAOM U3MCPCHUA CTCIICHU HOPMBI:

support(A U B) (3.5)

Lift(A= B) =
ift(4 = B) support(A) - support(B)

PazpaboTka peannsyeT mocliieloBaTelibHyl0 00paOOTKy ceTeBoro Tpaduka s

BBISBJICHHUS YCTOWYMBBIX COYETAHUM MPU3HAKOB C TOCHEAYIOUIEW TeHepauuen
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aCCOLIMATUBHBIX NpaBWiI. TakuM o00pa3oM, MPEUIOKEHbl aNrOPUTMbl aHadu3a U
Koppessiiuu  B3auMocBsizaHHbiX coObiTuii HCB B CIIJl TenexoMMyHHKallMOHHOM
noacucteMsl AC YBJ/I, ornuyaromuecss OT CyIIECTBYIOIIMX 3a CUET MCIOJIB30BAHUS
YCTOMYMBBIX COUYETAHUN MPU3HAKOB, BBISIBIIEHHBIX METOJIOM MHOTOMEPHOTO aHajau3a, u
COBOKYIHON 00pa0OTKH YaCTOTHBIX U BPEMEHHBIX XapaKTEPUCTUK CETEBbIX COOBITUH.

B uerBeproM pazjgene peann3oBaHa cuctema oOHapyxenus HCB B
UH(GOPMAIIMOHHO-BbIUUCIUTENBHBIX Mponeccax AC YBJl Ha ocHOBe NpelsioKEHHBIX
METOJI0B W anroputmoB. IlpoBenena ampoOanmst pa3paOOTaHHOW CHUCTEMBI U
CpPaBHUTENIbHBIA aHamu3 3(PQPEKTUBHOCTH C COBPEMEHHBIMHM METOJaMH MAIIMHHOIO
o0ydeHus, 1oka3aHa 3QHEeKTUBHOCTD MpeJIJIaraeMbIX METOJIOB U aJITOPUTMOB.

OcHOBHBIE pe3yNbTaThl HAyYHO-KBAIM(PUKAUIMOHHON pabOThl CBOJATCA K
CIEAYIOIIEMY:

B pabote npoBeneH ananm3 mpobsieM obecriedeHus: 3aliuThl HHGOPMAIIMOHHO-
BBIYUCIHUTENBHBIX MporieccoB AC YB/[ 0T HeCaHKIMOHUPOBAHHOTO BMEIIATEIbCTBA.

HccnenoBanbl COBpEeMEHHBIE METOABl MAIIMHHOTO OOy4YeHHs B  3ajaye
oonapyxenus HCB B AC VYBJI, moka3zaBmme HEOOXOIUMOCTh pPa3pabOTKH HOBBIX
METOA0B U aIrOPUTMOB.

[IpennoxkeHsl OpUrHHANIBHBIE METOIBI M anroputMbl oOHapyxkenus HCB B AC

VYB/I. ITokazana 3(ppeKTUBHOCTD MPEAJIOKEHHBIX METOI0OB U aJITOPUTMOB.



	ВВЕДЕНИЕ

